Key issues raised by the use and operation of private military and security companies, particularly in conflict areas, are their accountability and how to control them. National regulation, however, is still rare. States have a role to play first as contractors. Considered selection, contracting and oversight procedures and standards may help promote respect for human rights and international humanitarian law by companies and their staff. Secondly, territorial and exporting states may consider adopting regulations to increase control and promote accountability. In view of this still largely unregulated phenomenon, this contribution considers elements of contracting and regulatory options.
non-military, training and advising armed and security forces, providing expertise on maintaining and operating complex weapons systems, collecting intelligence and, less frequently, participating in combat operations. 1 The transnational sale of private security and military services raises many policy-related, legal and practical issues. Private actors providing such services do not fall neatly within existing concepts and legal frameworks, not least since the international system is based on states and international law primarily refers to states. This modern trend indeed seems to scratch, if not potentially shake the state's (former?) monopoly on the use of force and activities in war.
Arming private contractors raises fundamental issues of transparency, control of the means of violence and accountability of the armed private actors, since their conduct may have serious and even lethal effects on third parties. The issues of control and accountability become particularly acute where such companies operate in conflict and post-conflict situations, since law enforcement in such situations is often ineffective. ''Accountability'' is understood to mean ''being answerable'', i.e. having to account for one's conduct. In a legal sense, companies and/or employees are accountable insofar as they can be held legally responsible (by criminal or civil sanctions) for violating the law, regulations or contract. In addition, companies and their employees may also be accountable in a broader political or societal sense, insofar as they are ''answerable'' particularly to public authorities and/or to victims and others affected by their conduct.
Insofar as private security and/or military services are in fact being used, how can the issues of control and accountability be addressed, and how might respect for, in particular, human rights and international humanitarian law be promoted? Unfortunately, there probably is no single, simple ''catch-all'' solution to address the multi-faceted issues raised by the transnational provision of private military and security services in conflict and other unstable situations. Recent expert conferences and meetings have generally concluded that complementary policies and mechanisms by different actors are needed. 2 Ideally, the different layers of control and regulation should complement if not interlock with each other and rely on coherent standards. 3 Contracts are a first and most direct way for any client to require the private contractor and their employees to respect certain standards and avoid undesired external effects. 4 Another way to address certain issues is for the industry to self-regulate, for instance, by adopting company or industry-wide standards such as public codes of conduct and having trade associations effectively enforcing agreed standards.
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States do clearly have a role to play, be it individually or on a regional or international level. International law establishes direct as well as due diligence obligations of States. States hiring private security and military companies (''contracting states'') for operations abroad must respect their international legal obligations and cannot elude them by outsourcing activities. For example, they have an obligation to ensure respect of international humanitarian law. In addition, states are responsible for violations of international law and particularly human rights and international humanitarian law committed by private contractors they hire that can be attributed to them. 6 States on whose territory such companies operate (''territorial states'') as well as states from whose territory their services are ''exported'' (''exporting states'') must, for instance, punish grave breaches of the Geneva Conventions. Moreover, there may be circumstances in which states must take appropriate measures or exercise due diligence to prevent, punish, investigate or redress the harm caused by the acts of private companies or their staff that impair human rights. 7 Contracting standards and procedures as well as national regulation laying down conditions companies must satisfy in order to be allowed to operate by the territorial and exporting states may offer ways to ensure control over private security and military companies, increase their accountability, and help promote respect for international human rights law and international humanitarian law by them and their employees. 8 This contribution considers some of the contracting and regulatory options available to states, primarily with respect to the transnational provision of private security and military services, with a focus on the delivery of such services in conflict situations and fragile states. The article, in particular, contemplates possible elements for contracting standards for states hiring such companies and possible elements of regulatory frameworks in territorial and exporting states. Elements considered draw in part on existing contracting practice and existing or planned regulation frameworks relating to the transnational sale of private security and military services and, where international precedents are scarce, also on domestic settings. It is hoped that the present considerations may contribute to and stimulate further comparative analysis of existing regulatory frameworks and the elaboration of practical approaches.
Contracting states
Contract provisions are a simple tool for regulating contractor behavior with direct impact. The contract specifies the terms of conduct and employment to which the contractor, in order to be competitive and win the bid, must agree and demonstrate capability of compliance. Considered contract awarding procedures, terms and compliance monitoring may therefore contribute to choosing the best services and to promoting the application of the standards desired and accountability by private security and military companies, including with regard to international human rights law and international humanitarian law. 9 This chapter considers practical issues that may be contemplated with regard to contracting and deliberates possible contract elements and benchmarks against which to measure applicants and their services. Some best practices have already been compiled. The manual for organizations awarding contracts for private guarding services elaborated by the European Confederation of Security Services (CoESS) and Uni-Europa (trade unions) in 1999, 10 for instance, offers useful recommendations, even if it focuses on guarding services in domestic and peaceful settings. In contrast, the Sarajevo Client Guidelines for the Procurement of Private Security Companies proposes best practices specifically for post-conflict situations in the south eastern European region.
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Information to be submitted by the bidding company
The search for the best private contractor for security or military services should not only focus on the price but also take into account other elements, such as the quality of the service, due diligence, ethics, training of the employees, etc. To facilitate the selection, private security and military companies applying for a contract should be requested to provide relevant information and documents, possibly by a standard procurement questionnaire.
12 Information and documents to be requested could include:
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-proof of possession of relevant licenses and authorizations where required by law, which may include:
# registration or licensing of the company or membership of a relevant industry association in the territorial state, where required by that state's legislation; # registration or licensing of the employees in the territorial state or possibly also in an employee's state of nationality, where required by these states' legislation;
-information on the ownership and, if applicable subsidiary corporation relations, as well as on the financial situation of the company, including statements of overall turnover and profits over the last few years, audited accounts and proof of adequate liability insurance; -information on the qualifications of the management and the operatives, including on the latter's selection and vetting process, training offered, skills and experience, turnover rate and number; -information on the company's principal services provided in the last few years, generally and in the country concerned, as well as on major contracts awarded for the provision of services similar to those applied for; -information on quality management mechanisms or certification as well as applicable codes of conduct and other rulebooks of the company; -professional or trade association membership.
Of course, the mere submission of the information listed above is not sufficient. The applicant company must live up to the claims it makes.
Selection criteria
Criteria for selecting a company could include elements such as the possession of all required authorizations, adequate procedures and standards concerning selection, vetting and training of the employees, rulebooks and standard operating procedures, internal oversight, and compliance and sanctions mechanisms. Membership in an association and adherence to its code of conduct, 14 as well as vetting or accreditation by an independent organization or even a respected trade association could also be an indicator of quality. 15 Disqualifying criteria may include implication in serious crimes by the management or the company's employees, prior grave professional misconduct, the submission of misleading information, or an unsound or non-transparent financial situation and ownership. The CoESS manual on awarding private guarding contracts and the Sarajevo Client Guidelines for the Procurement of Private Security Companies contains systematic schemes facilitating the assessment of tenders according to elements classed into four categories: personnel standards, contract management/ operations, contract infrastructure and company standards. 16 
Specifying obligations by contract
Once the company has been selected, the contract is a simple and direct tool to specify obligations of the company and its employees. The contract can provide that the company and its employees must comply with the legislation of the state in which they operate as well as all applicable international law, including human rights and, insofar applicable, international humanitarian law. 17 The contractual terms could even provide that private contractors must abide by relevant human rights and humanitarian law rules applicable to governmental actors. Such a provision, in its conception not uncommon to domestic settings, would avoid the uncertainty as to whether a specific private contractor is a governmental actor and therefore legally bound to obey the same rules, and it would, in any event, allow 14 The UK government has stated that adherence to such a code could indeed become a factor in approving the export of private military services, see UK Foreign Affairs Committee The contract could also contain obligations to ensure that all employees are identifiable, at least by way of identity cards, to prohibit any subcontracting or make it dependent on prior approval, to abide by anti-corruption and transparency norms, to avoid activities that would result in a conflict of interests, and a reference to the obligation of confidentiality. Given that the selection of the operatives on the ground is crucial, the contract could explicitly provide for the company to vet all its employees and not to hire or arm anyone with a criminal record or past involvement in human rights or international humanitarian law abuses. The company could be required to provide a list of all employees for further background checks. Persons found to be not in conformity with these criteria would have to be discharged from their tasks immediately.
Training
A key element to ensure respect for human rights, international humanitarian law and adequate conduct on the ground is adequate training of the employees. The company should therefore be required by contract to ensure that each employee carrying out the services concerned has received sufficient training, both generally and in a context-and task-specific manner adapted to each assignment. Training should generally be provided in the standard operating procedures in the situations to be expected; in conduct vis-à-vis persons showing violent behavior, including self-defense and defense of others; in the relevant standards of national and international law, including human rights and, where relevant, international humanitarian law; particularly in a transnational context in cultural sensitivity (appropriate conduct vis-à-vis persons of a different cultural, religious or other background); in rules concerning bribes and conflicts of interest; and possibly also in first aid and health risks. Furthermore, the contract should require that any employees carrying a weapon be adequately trained in its use, know the respective operational rules, and that all weapons be duly registered. 
Monitoring
Appropriate monitoring and oversight, both internally by the company and by the contracting authority and/or others, are crucial to promoting accountability. The company can be required by contract to monitor and sanction misbehavior itself, for instance through an internal compliance mechanism that envisages ''whistleblowers'' within the company. Furthermore, the contract should spell out reporting obligations of the company, including periodical reports on contract performance to the contracting authorities; reports following particular incidents, such as the use of violence, changes in the employee pool or a possible, suspected or alleged violation of the law; reports upon request of the contracting authority; and reports to the local authorities in case of a violation of the applicable law.
To effectively monitor contract performance as well as compliance with applicable codes and rules, government oversight would need to include trained and experienced governmental contract monitors. Potential performance indicators could include no-show rate; misuse of force; violations of agreed standards or procedures, company or industry codes of conducts or best practices, or the law; other violations of the contract terms; and complaints.
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A particular challenge is that the company operates far away from the contracting authority, often in conflict zones. Therefore, information from third parties, such as the territorial government, other clients, or also civil society, organizations and the media, may be valuable but would likely be occasional at best. Clients might consider externalizing some audit or inspection and monitoring functions to an independent commission, company, organization or team with experience in the areas of international and particularly human rights law, business practices, and security and/or the military. Given that the local population may neither know nor have the means to file a complaint with authorities or courts in the contracting state, a challenge is to give them a voice and allow them to access courts or alternative grievance procedures established by the client, the contractor or a professional association. centrally holding information on contracts between governmental departments and private military companies 26 may help establish coherent standards within the same government. Information, for example, on misconduct (blacklisting) might also be exchanged, particularly with the state on whose territory the contractor operates and possibly with other clients.
Sanctions and criminal jurisdiction
For breaches of contract, the contract can provide for penalties, including fines, termination of the contract and exclusion from entering or raising the benchmarks for entering future bidding processes. States should ensure that there is a mechanism for reporting, investigating and prosecuting any misconduct. They must ensure that their courts have the jurisdiction to prosecute crimes under international law, such as war crimes, crimes against humanity and torture, particularly if the security or military services are to be carried out in conflict situations or weak states that may not offer an effective criminal justice forum.
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Employees responsible for crimes under international law, such as grave breaches of the Geneva Conventions, must be brought to justice or extradited for that purpose insofar as they are found on the hiring state's territory. In addition, hiring states should consider whether they would have jurisdiction over foreign employees of the security or military company they have hired, insofar as these employees commit crimes abroad and remain abroad. 28 One way to help prevent criminal behavior may be by establishing the criminal responsibility of company managers for crimes under international law (such as war crimes, crimes against humanity or the crime of torture) committed by their employees and resulting from the managers' negligence. The hiring state might also consider providing jurisdiction over complaints regarding a company's civil liability or even the criminal responsibility of its employees or directors.
The circumstances under which managers and directors of private military and security companies may bear individual criminal responsibility for international crimes committed by their employees merits further analysis and research. Article 28(b) of the 1998 Rome Statute on the International Criminal Court indeed suggests that superiors, such as company directors or managers, may become criminally responsible for crimes committed by their subordinates where they fail to take reasonable measures to prevent or repress these acts. However, several cumulative conditions (that need interpretation) must be met for this. Most importantly, the subordinates must be under the superior's ''effective authority and control''; the crimes must concern activities within the superior's ''effective responsibility and control''; he or she must know or consciously disregard information; he or she must fail to ''exercise control properly'' and not take ''all necessary and reasonable measures within his or her power to prevent or repress their commission or to submit the matter to the competent authorities for investigation and prosecution''; and, finally, this must result in at least a higher risk of such crimes.
29

Territorial states
States on whose territory private security and military companies operate may adopt regulations, inter alia, in order to control the use of force and protect their population from undesired consequences that may potentially arise from the operation of private security and military companies. Such a set of authoritative rules provided by the government and overseen by an agency contributes to the setting of standards.
Existing regulations in territorial states
Most European states have adopted regulations of one type or another that determine preconditions for private security companies to operate on their territory. 30 The regulatory frameworks, however, differ significantly. Some states have adopted specific private security laws, such as France or the United Kingdom.
31 Others have different regulations for different parts of the federal system, such as in Switzerland where there are endeavors to elaborate common standards and harmonize the regulations. 32 In still others, the regulatory framework is based on general commercial law. Developing a model regulatory framework on licensing private security (and possibly even military) services for countries in conflict or transition that lack regulation could be considered as a way to assist the relevant governments to develop regulation. Such a model might also be useful to occupying powers or with regard to UN-administered territories.
Options and possible elements of regulation in territorial states
States wishing to increase their control and oversight over companies carrying out armed security or military services on their territory may take two principal approaches to specific regulation. They may either prohibit private contractors from carrying out certain military or armed security activities, and/or determine preconditions such companies and operatives must meet in order to be allowed to carry out such activities. For the latter option, a licensing regime may be considered, in particular where the government seeks to promote good standards and improve the control over and accountability of private security and military contractors operating in its territory. We will consider four different options that can be combined in different ways:
-a ban on private contractors carrying out certain security or military services in the state's territory or jurisdiction; -the company must obtain an operating license to be allowed to undertake defined (armed) security or military services (company licensing); -the company must obtain approval for individual contracts relating to the provision of defined (armed) security or military services (contract licensing or notification); and/or -each individual operative must obtain an operating license to be allowed to carry out defined (armed) security or military services. Licensing regimes
Company licensing
The first option of ''company licensing'' is a typical mechanism to control commercial activity by which a specific company is authorized to engage only in a defined commercial activity in a state's jurisdiction with the approval of the governmental authorities. Such a license could be granted for a limited timeframe. Again, the security and military activities concerned would need to be clearly defined. 38 A crucial element will be the establishment of workable procedures and the provision of the necessary resources, authorities and training to the administrative entity examining licensing requests. Other issues to consider may include whether the licensing requirements should be identical for local and foreign companies. In the case of foreign companies whose state of nationality requires an operating license for the sale of such services abroad, the domestic operating license could be linked to proof of a valid export license. -identification of employees, as a minimum by means of an identity card to be shown upon demand, in order to increase accountability and potentially allow for lodging complaints; -periodic reporting on contract performance as well as incident reporting. The company might periodically be subjected to a limited evaluation or obligation to submit reports, for example any time a significant change (e.g. with regard to company structure, type of services, employee recruitment changes etc.) or incident occurs;
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-obligation to conduct operations in accordance with specified rules, including codes of conduct and operational rules on the use of force;
45
-the authority should re-affirm in the license the obligation of the company and its staff to respect national law, including criminal, corporate, labor, immigration and tax law, as well as applicable international standards, including human rights and, where relevant, international humanitarian law;
46
Contract licensing or notification
Given the sensitivity of armed security or even military services, in addition to issuing company licenses for the type of services envisaged, consideration might be given to subjecting each contract or transaction of a certain kind or amount to prior approval by governmental authorities. It would, however, need to be seen whether such a ''transaction by transaction'' control is realistic and how many additional administrative resources it would require. The period of time necessary for the authorities to process a license request should not become excessive.
Alternatively, an obligation of simple notification could be envisaged, whereas the authorities would have the right to intervene should the contract not comply with requirements.
Possible considerations for the approval of a specific contract or ''transaction'' might, for instance, include the likelihood of the services being used to facilitate violations of international law and standards, in particular human rights, as well as national laws, the envisaged positive or negative impact of Regional Government Private Security Company Requirements requires a company insurance certificate and (apparently only under certain circumstances) an original bond certificate drawn on an Iraqi bank. 44 Section 7 and 3(2) of CPA Memorandum No. 17 require information to the authorities every six months on financial and employment records, contract status and weapons data. Failure to provide such information may result in the forfeiture of the bond. 45 Section 9(4) of CPA Memorandum No. 17 specifies that operations must be conducted in accordance with rules on the use of force annexed and a code of conduct for private security companies operating in Iraq, both annexed to the memorandum. The rules on the use of force for instance require treating civilians with dignity and respect, maintaining a current weapons training record and not joining coalition or multi-national forces in combat operations except in self-defense or in defense of persons as specified in the contracts. Section 8 of the Kurdish Regional Government Private Security Company Requirements lays out a number of conduct obligations of the licensed company. 46 Section 9 of the CPA Memorandum No. 17 specifies that private security companies must comply with all applicable criminal, administrative, commercial and civil laws and regulations.
the activities on the public interest (e.g., regional security and stability, sustainable development and institution-building, disarmament, demobilization and reintegration of combatants, and humanitarian issues such as de-mining) and the risk of the service being used against governmental or other actors. 47 Such criteria might also to some degree be inspired by instruments relating to the export or trade of arms, such as the EU's Code of Conduct on Arms Exports Control or the draft framework convention on international arms transfers of 25 May 2004 worked out under the auspices of a group of Nobel Peace Laureates 48 as well as, of course, other national regulations on the domestic private security industry. 49 
Licensing of individual operatives
In addition to company (and possibly contract) licensing, territorial states may consider requiring each individual carrying out certain security and/or military services to first obtain a personalized operating license. This would allow some control and oversight over those who carry out the respective activity on the ground and may assist in excluding undesirable individuals. All licensed individuals should receive an identification card.
Criteria to issue such a license could include passing a background check (including the absence of criminal history), a certain age limit and adequate training.
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Requirements relating to weapons
Requirements with regard to the possession, carrying and use of weapons by a private security company could be considered for any of the described licensing regimes, unless general regulations apply satisfactorily. Most states have enacted regulations on the conditions for individuals to possess and use weapons. With regard to private security companies, controls relating to weapons could include limitations on the types of weapons that private contractors may use; a requirement that the company (or its operatives) duly register all weapons with 47 Section 19(5) of Sierra Leone's National Security and Central Intelligence Act of 2002 lists ''the public interest'' as a (very general) criterion to be taken into account when examining a company's application for a license. In section 19(7), the same act specifies that when the application is refused, a written statement shall state the reasons for that refusal, which is subject to appeal. officers and employees ''will be vetted by the [Ministry of Interior] to ensure that any criminal or hostile elements are identified and to prevent attempts by illegal organisations (e.g. criminal organisations, illegal militias) to legitimise their activities.'' Vetting criteria in Section 2(6) include a minimum age of 20, mental and physical fitness, willingness to respect the law and all human rights and freedoms of all citizens of the country, a background check that confirms compliance with the ''De-Bàathification of Iraqi Society'' policy, no prior criminal convictions, no history of involvement in terrorist activity, and minimum operations and weapons training. For non-Iraqi employees, however, section 2(7) provides for the possibility of a waiver of the vetting criteria if a copy of a comparable certification from a foreign governmental authority can be produced.
the relevant governmental authority and possibly provide a list of these weapons to the licensing authority; 51 provisions relating to the import of weapons; the need for a mandatory weapons authorization card; as well as requirements to ensure specific weapons training and operating procedures to limit as much as possible the potential risk to third persons.
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Monitoring and sanctions
Again, monitoring will be crucial in ensuring accountability and compliance with standards and license conditions. A body vested with inspection and/or auditing competences may be crucial for effective monitoring of compliance with the contract and the law. 53 To promote transparency, lists of current licenses could be made available to the parliament and possibly to the public. Also, in addition to access to courts, particularly for affected individuals, territorial states might consider establishing or promoting alternative grievance procedures. Reference can be made to what was said with regard to monitoring by contracting states.
Establishing criminal and civil jurisdiction
Besides possibly regulating the provision of private security and military services on its territory, territorial states should ensure that they can effectively bring to justice individual employees alleged to have committed serious violations of human rights and international humanitarian law. In addition, they may also consider establishing criminal responsibility of company directors for violations by employees that result from the directors' negligence, in particular for serious violations of human rights and international humanitarian law. 54 Non-criminal liability and also criminal liability of the company for torts arising out of crimes by their employees or directors may also be considered. 
Exporting states
Currently, only very few states have adopted regulations specifically concerning the export of private armed security or military services. The United States' main set of regulations governing the licensing of the export of defense services is the International Transfer of Arms Regulations (ITAR), which implements the US Arms Export Control Act. 56 The US exporting regime has been qualified as being increasingly structured to facilitate trade to allies, partners and areas of foreign policy priority, with a more profound acceptance of using private military companies to deliver services formerly provided by state institutions than elsewhere, creating a ''good faith'' atmosphere between regulators and industry. 57 The South African Regulation of Foreign Military Assistance Act has taken a very different, rather restrictive approach, albeit it has been observed to be underenforced, inter alia, because of a lack of resources for monitoring compliance extraterritorially, a lack of confidence in the viability of prosecutions and possibly also because of the rather antagonistic approach. 58 Other states are considering regulating the export of private security and military services, including the United Kingdom 59 and Switzerland.
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As mentioned above, all states, including exporting states, have a general duty to ensure respect for international humanitarian law and for human rights law. Regulating the export of services that may result in the use of force may contribute to promoting respect for international law by controlling who exports what services and where they are exported to, and by establishing standards that would hopefully marginalize disreputable companies and individuals. Additional reasons for a state to consider regulating the export of military or security services may include the possibility that the activities of companies or nationals from that state negatively reflect on its reputation. Also, their actions may not conform to 56 61 Challenges include not overburdening the industry as well as the public authorities with impractical administrative procedures that result in delays, and making regulation and its monitoring effective, given that the actual activities will take place abroad.
Options and possible elements for regulation by exporting states
States wishing to regulate the ''export'' of private military and security services to conflict or post-conflict situations have four regulatory options:
-ban on exporting certain military services; -general licensing of companies; -licensing of individual contracts; and/or -licensing of individual operatives.
Many arms export control regulations, including the US Arms Export Control Act, provide for a double licensing approach. To be granted an application, it would first be necessary for the company to obtain a general license. Secondly, the specific contract must be licensed. Exporting private military or security services without a license would be subject to sanctions. Such export licensing regimes can also be combined with a ban on exporting specified military services.
Extending arms export controls to military and security services
One approach for regulating the export of military and security services is to extend existing arms export control instruments and mechanisms to include the export of such services. In the same vein, a recent report of the European Parliament's Committee on Foreign Affairs proposes that the European Parliament adopt a resolution containing the following paragraph calling for the EU to consider extending the EU's Code of Conduct on Arms Export to cover certain private and military security services:
''[The European Parliament] Notes that the United States has extended its legislation on the control of military exports to cover private security companies, and therefore calls for the EU to consider similar steps to extend the 1998 EU Code of Conduct so that it covers private security services; as a first step the EU could add to the Common Military List the following activities and services requiring a license for export: armed personnel and site protection, armed transport security, military weapons and equipment training, strategic and tactical training, security sector reform, military and security consultancy, military logistics, counter-intelligence services and operational support.'' Such an extension of the non-binding EU Code of Conduct, which nonetheless has had a real impact on the regulation of EU members, 63 would provide a chance to promote common standards and approaches on the issue.
However, the export of services is not quite the same as the export of physical goods, and thus may raise different issues, even if arms export regulations often also regulate the provision of a range of services connected to arms exports, such as maintenance, operation or training in the use of the exported arms. The export of arms can be relatively easily controlled when the physical objects cross borders, which also serves as the evident trigger of the regulation's application. Services are less evident and easy to control since they are delivered in a destination state, far from the jurisdiction and central authorities of the licensing state, and over time the nature of each service may change.
Banning the export of certain military services
A sweeping ban on exporting any military services would be very broad, and it would raise definitional difficulties. The UK's Green Paper took the view that such a general ban would excessively restrict individual liberty, could deprive weak but legitimate governments of needed support and would deprive defense exporters of legitimate business, since services are often a necessary part of export sales of military goods. 64 Several states prohibit the recruitment in their territory of foreign armed forces, or prohibit their own nationals from joining or fighting for foreign armed forces, sometimes against the background of neutrality. These prohibitions vary, sometimes applying to any foreign governmental armed forces, 65 or only to armed forces engaged in warfare against the own state 66 or a friendly state, 67 or of a state that potentially could become an adversary. These prohibitions are usually based on the nationality of the individuals involved but could possibly be adapted to apply to companies based in or exporting from that state. The mentioned prohibitions stem, however, generally from a different era. Not only is their applicability to the contemporary phenomenon of private military companies not entirely clear, but also they have essentially become redundant. 68 States parties to the UN International Convention against the Recruitment, Use, Financing and Training of Mercenaries of 1989 or the African Union's Convention for the Elimination of Mercenarism in Africa of 1977 are required to prohibit activities related to mercenarism, and particularly the recruitment of mercenaries on their territory. 69 There have been only very few prosecutions, however, and as mentioned, it is doubtful whether prohibitions against the recruitment of mercenaries would be very effective, 70 even if it is inherently difficult to measure any potential deterrent effect.
An alternative to prohibiting mercenarism, which might address some of the underlying concerns, could be a ban on military services to any nongovernmental forces, a ban on participation in any overthrow of a government, or a ban on contracts involving active participation in hostilities or combat. 71 Also, the prohibition of certain military services could be limited in time and/or with regard to certain countries or parties to a conflict.
While these prohibitions are a very direct way for national legislators to try to prohibit objectionable activities abroad by their citizens (or companies of that state), they do not set standards for the export of other military or security services, nor do they establish oversight for such activities.
Licensing of companies
Instead of or in addition to a non-flexible ban of the export of certain activities, companies could be required to apply for a general license permitting the company to export a defined range of security or military activities to all or some countries or clients. The company license then may specify the type of services, destinations and/or potential range of clients for which the license has been granted. The Green Paper argues that a general license on its own may not be effective for protecting the public interest (since not scrutinizing individual exports) and may lend credibility to companies about whose operations the government may know little or whose character might change. But the Green Paper considers that a general company license might be useful and credible in conjunction, for instance, with licensing individual service contracts. 72 Such a double licensing approach is applied in the United States. US companies seeking to export defense services first need to register, and only thereafter can apply to obtain a license for a specific sale. The same double licensing requirement exists under many national arms export controls. Under the Swiss Federal Law on War Material of 13 December 1996, for instance, a company license is issued insofar as the company offers the necessary guarantees of regular business conduct and insofar as the foreseen activity is not contrary to Swiss interests. The company license is valid only for the war material mentioned in the application and can be limited in time, subjected to conditions and revoked if the basis for granting the license no longer exists.
Criteria to take into account when evaluating an application for a company operating license may include those considered above with regard to the approval of company operating licenses by territorial states. 73 The US Directorate of Defense Trade Controls strongly advises registered exporters and manufacturers to have in place a compliance and monitoring mechanism and lists some recommended elements of such a compliance program in a manual.
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Licensing of individual export contracts
In addition to or also instead of company licensing, state authorities could require a company to obtain a license for contracting to provide certain military and security activities abroad. Such a license requirement would have the advantage of permitting the authorities to take into account current circumstances, including the recent evolution of the situation in the destination state or region and the nature of the potential clients when determining whether to grant the license. Also, specific conditions and standards can be attached to the license for the export of certain military or security services to certain states, regions or clients. For example, a specific condition for an export license for military training may go as far as requiring the alteration of the training curricula. 75 The overall objective is, again, to prevent exports of military and security services that could have undesirable consequences.
The definition of the military and security services covered by the licensing regime will need to be clearly defined. 76 The 2005 draft South African legislation defines security services as one or more of the following services or activities:
''(a) Protection or safeguarding of an individual, personnel or property in any manner; (b) giving advice on the protection or safeguarding of individuals or property; (c) giving advice on the use of security equipment; (d) providing a reactive response service in connection with the safeguarding of persons or property in any manner; (e) providing security training or instruction to a security service provider …; 73 With regard to security services, one option could be to cover only armed security services. The US International Traffic in Arms Regulations (ITAR) provides an example of a definition of ''defense services'' that essentially covers services connected to arms export and military training. 78 The extent to which this definition and thereby ITAR's export control licensing regime also applies to typical security services, such as the protection of individuals or objects, is not very clear.
Criteria for granting licenses for individual exports
Certain procedures and criteria applied in granting licenses for the export of goods could also be used in the licensing of the export of services. The UK Green Paper indeed suggested that criteria for the export of services would be established along the same lines as those for exports of arms. 79 The non-binding EU Code of Conduct on Arms Exports, for instance, includes, inter alia, the following criteria:
-respect for the international obligations of the exporting state, particularly UN or EU sanctions, agreements on non-proliferation; -respect for human rights of the country of final destination, including an assessment of the risk that the proposed export might be used for international repression, exercising ''special caution and vigilance in issuing licenses, on a case-by-case basis and taking account of the nature of the equipment to countries where serious violations of human rights have been established …''; -an evaluation of the risk of provoking or prolonging armed conflicts or aggravating existing tensions or conflicts in the country of final destination; -for the sake of preserving regional peace, security and stability, evaluation of the risk that the intended recipient would use the proposed export aggressively against another country or to assert by force a territorial claim; -evaluation of the behavior of the recipient country with regard to the international community, particularly concerning its attitude to terrorism, the nature of its alliances and respect for international law; -the potential effect of the proposed export on the defense and security interests of the licensing state and those of friends, allies and other EU members.
The draft framework convention on international arms transfers of 25 May 2004 80 suggests the following in its draft article 3:
''A Contracting Party shall not authorize international transfers of arms in circumstances in which it has knowledge or ought reasonably to have knowledge that transfers of arms of the kind under consideration are likely to be: a. used in breach of the United Nations Charter or corresponding rules of customary international law, in particular those on the prohibition on the threat or use of force in international relations; b. used in the commission of serious violations of human rights; c. used in the commission of serious violations of international humanitarian law applicable in international or non-international armed conflict; d. used in the commission of genocide or crimes against humanity; e. diverted and used in the commission of any of the acts referred to in the preceding sub-paragraphs of this Article.''
In addition, draft article 4 provides that:
''In considering whether any international transfer of arms may be authorized in accordance with Article 1 of this Convention, Contracting Parties shall take into account whether transfers of arms of the kind under consideration are likely to: a. be used for or to facilitate the commission of violent crimes; b. adversely affect regional security; c. adversely affect sustainable development; or d. be diverted and used in a manner contrary to the preceding subparagraphs and in such circumstances there shall be a presumption against authorization.''
The risk assessment conducted under the US ITAR licensing regime for the commercial export of defense services similarly takes into account national security, arms proliferation concerns and foreign policy considerations, such as regional stability, human rights and multilateral controls. 81 The Directorate of Defense Trade Controls also applies a pre-license check of the proposed foreign end-users, assessing their reliability and likeliness to comply with end-use restrictions, maintaining to that end a watch list of suspicious organizations and individuals.
Administrative implementation and monitoring
A governmental agency with adequate resources would need to administer the granting and management of export licensing for services and monitor and promote compliance with the relevant legal rules and licensing conditions by the companies. To avoid an excessive burden for minor or unproblematic contracts, a ''fast track'' procedure could be envisaged for less problematic services (e.g., ''nonlethal'' as opposed to potentially ''lethal''), 82 regions or clients such as certain governments and international organizations. The US Directorate of Defense Trade Controls, 83 for instance, automatically denies licenses to embargoed countries while generally expediting the licensing process for key NATO allies and friendly countries.
84
Monitoring adherence to the licensing conditions is a challenge, particularly because the activities take place far away from the agency in another state's jurisdiction. 85 The United States has mandated its embassy personnel to take on enforcement tasks, make pre-license checks and monitor end use of licensed exports under the so-called ''Blue Lantern Program''. This program particularly targets defense articles and services most susceptible to diversion or misuse, but it is unclear to what extent military training contracts or other services are monitored. 86 The US Directorate of Defense Trade Controls can conduct investigations, undertake criminal prosecutions and civil action in case of suspected ITAR violations, and penalties for violations include suspending or revoking license approvals, fines, imprisonment, a ban on contracting with the government for up to three years or enhanced scrutiny in the future. 87 Concerns have been voiced, however, about the transparency of the whole ITAR export regime. Public information about the export of private military services is scarce. Service export is not clearly differentiated from the export of defense goods, and there appears to be a ''revolving door'' effect with are not exported to a foreign government or a company working on its behalf, the company must demonstrate that it possesses the required authorization of the final destination state or that it does not need such an authorization. 82 Deborah D. Avant individuals changing between government and company employments. Moreover, Congressional oversight is limited. 88 To promote transparency of the industry and political oversight, annual reports to parliament could help, as is the case with arms export controls in many countries. 89 Also, sharing information about licenses that were refused may contribute to weeding out the black sheep.
Licensing of individuals providing military or security services abroad
The fact that the employees of a company based in a regulating state are citizens of many different countries poses a challenge to licensing individual operatives. Also, the employees may never be physically present in the territory of the regulating state. Licensing of the company's own nationals contracting for military or security services abroad would raise other issues, including to some extent ''legitimizing'' conduct, the monitoring of which would be very difficult, if not unrealistic. 90 
Concluding remarks
The phenomenon of the transnational sale of private security and military services raises many complex issues. However, as this contribution has tried to show, there are some tools that may help promote respect for desired standards by such companies and increase their accountability and control over them. When considering regulation of the transnational phenomenon of private security and military companies, the domestic private security market and its regulation offer particular lessons that until now have received (too) little attention. It has also become apparent that the regulation of the export of such services may draw on frameworks that exist in most states, such as arms export controls. Ideally, a particular state's regulations of the domestic and the export-oriented private security market and possibly also the contracting of such companies will apply coherent and harmonized standards and procedures. 91 The companies based in one state may well be active both within and outside that state.
Still, since the transnational provision of private security and military services to a considerable extent is beyond the control of one single state, there is a need for international dialogue on how to approach the issues. A common understanding of the issues and on how to approach them could contribute to coherent, complementary and even interlocking layers of regulation and control, which apply the same or at least consistent (minimum) standards.
Given the lack of specific intergovernmental exchange on the issue of private military and security companies, Switzerland, in cooperation with the International Committee of the Red Cross (ICRC), has initiated an intergovernmental dialogue on how to ensure and promote respect for international humanitarian and human rights law by such companies operating in conflict and post-conflict areas. 92 This process aims:
''1. to contribute to the intergovernmental discussion on the issues raised by the use of private military and security companies; 2. to reaffirm and clarify the existing obligations of states and other actors under international law, in particular under international humanitarian law and human rights law; 3. to study and develop options and regulatory models and other appropriate measures at the national and possibly regional or international level; and 4. to develop, on the basis of existing obligations, recommendations and guidelines for states to assist them in meeting their responsibility to ensure respect for international humanitarian and human rights law, including by national regulation. '' 93 Participants at the two meetings of governmental and other experts in January and November 2006, a first step of the initiative, shared the view that states have to respect international law when using private military and security companies and cannot circumvent their international legal obligations by resorting to their services. Also, they agreed that states may incur responsibility for violations of international humanitarian law and human rights committed by private military or security companies if their conduct is attributable to them according to the international rules on state responsibility. 94 At the November 2006 meeting, participants discussed relevant international law and elements of (non-binding) good practices to assist states in promoting respect for international humanitarian law and human rights in their relations with private military and security companies. The organizers of the initiative intend to pursue and deepen this discussion. Ultimately, the initiative aims to reduce any adverse humanitarian effects that may arise from the operation of private military and security companies. A possible venue for discussing the issue, including relevant international law, is the International Conference of 92 
